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CISA Ransomware Resources

CISA.gov/ransomware
Ransomware Guide
CISA INSIGHTS: Ransomware Outbreak
NEW! Toolkit, fact sheet, and images

Alerts and Statements
US-CERT activity alerts on ransomware threats
Joint statements on ransomware with our partners

Guides and Services
Cyber Hygiene Services
TTX Exercises

Factsheets and Infographics
Protect Your Center From Ransomware poster
Ransomware: What It Is and What To Do About It

Training and Webinars
Trends and Predictions in Ransomware (Cyber Summit 2020)
CDM Training
Incident Response Training Series
Combating Ransomware Webinar

RANSOMWARE GUIDANCE AND RESOURCES

Ransomware is an ever-evolving form of malware designed to
encrypt files on a device, rendering any files and the systems that
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rely on them unusable. Malicious actors then demand ransom in
exchange for decryption. Ransomware actors often target and
threaten to sell or leak exfiltrated data or authentication
information if the ransom is not paid. In recent years,
ransomware incidents have become increasingly prevalent
among the Nation’s state, local, tribal, and territorial (SLTT)

government entities and critical infrastructure organizations.

Malicious actors continue to adjust and evolve their ransomware tactics over time, and CISA analysts remain vigilant in
maintaining awareness of ransomware attacks and associated tactics, techniques, and procedures across the country
and around the world: See CISA's Awareness Briefings on Combating Ransomwared |, Joint Ransomware Statement, and
CISA Insights - Ransomware Qutbreak.

Looking to learn more about this growing cyber threat? The NEW Ransomware Guide is a great place to start. The Guide,
released in September 2020, represents a joint effort between CISA and the Multi-State Information Sharing and Analysis
Center (MS-1SAC). The joint Ransomware Guide includes industry best practices and a response checklist that can serve
as a ransomware-specific addendum to organization cyber incident response plans.

In January 2021, CISA unveiled the Reduce the Risk of Ransomware Campaign to raise awareness and instigate actions
to combat this ongoing and evolving threat. The campaign is a focused, coordinated and sustained effort to encourage
public and private sector organizations to implement best practices, tools and resources that can help them mitigate
ransomware risk.

CISA Insights - Ransomware
Ransomware Outbreak Campaign Toolkit

Ransomware Guide K-12 Resources




Ransomware Guide

Joint CISA and MS-ISAC

Ransomware Guide

This Ransomware Guide includes
recommendations, best practices,
recommended incident response
policies and procedures, cyber
hygiene services, and several
checklists that organizations can
use to help protect against or

Part 1: Ransomware Prevention Best Practices.

Be Prepared

Refer to the best practices and references below to help manage the risk
posed by ransomware and support your organization's coordinated and
efficient response to a ransomware incident. Apply these practices to the.
greatest extent possible based on availability of orgal

Should your organization be a victim of ransomware, CISA strongly recommends responding by using
the following checklist. Be sure to move through the first three steps in sequence.

Detection and Analysis

m Itis eritical to maintain offline, encrypted backup
regularty 1est your backups. Backup procedures 4
on a regular basis. It is important that backups B
many ransomware variants attempt to find and d
backups. Maintaining offline, current backups is;
there is no need to pay a ransom for data that is
organization.

Jlimmediately isolate them.
d, take the network offline at the switch kevel. It may not be
ing an incident.
timmediately possible, locate the network (e.£., Ethernet)
twark or remove them from Wi-Fi to contain the infection.
your ‘s activity of
d. Be sure to isolate systems in a coordinated manner and
phone calls or other means to avoid tipping off actors that
n actions are undertaken. Not doing so could cause
ss—already a common tactic—or deploy ransomware widely

Maintain regularly updated “gold images” @
the event they need 1o be rebullt. This ental
“templates” that include a nreonnfvgured op
associated software applications that can b
rebuild a system, such as a virtual maching

Retain backup hardware 1o rebuild systems

mware infection artifacts and potential evidence stored
the primary system is not preferred.

k not possibie to temporarily shut down the network or
- Hardware that is newer or older than the e Mheans.
present installation or compatibility hurd

images. devices from the network, power them down to avaid

In addition 1o systam images, applicable sal
should be available (stored with backups, &4 Overy.

agreament to obtain, etc.). It is more efficie
images, but some images will not install on

foration, and confirm the nature of data housed on impacted

platforms correctly; having separate access
help in these cases.
w Create, maintain, and exercise a basic cyber inch
assoclated communications plan that includes rd
procedures for a ransomware incident.

on a predefined critical asset list that includes information
nue generation, or other critical services, as well as systems

perceived 1o be impacted so they can be deprioritized for

fanization o get back to business in a more efficient mannes.
Review available incident response guidang}

Power Cyber Incident Respanse Playbook (|

org/ system, files,/ documents / Public-Power-

Playbook.pdf), a resource and guide to: nt an initial understanding of what has occurred based on

- Help your organization better organize a

response, and your internal and external teams and stakeholders with an

- Develop a cyber incident response plan. mitigate, respond to, and recover from the incident.

The Ransomware Response Checklist, whicl
of this Ransomware Guide, serves as an ad
specific annex to organizational cyber incidg
disruption plans.

I to receive the most timely and relevant assistance.
d via regular updates as the situation develops. Relevant
managed security service providers, cyber insurance

response to ransomware attacks.

& ms-IsAc’
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Sharlng & Analysls Center*




Ransomware Response Checklist

Detection and Analysis

Determine systems impacted, immediately isolate + triage impacted systems for
restoration/recovery

Engage internal/external stakeholders - help to mitigate, respond to, and recover from
incident

Containment and Eradication
Investigation: take a system image and memory capture of a sample of affected devices

Research trusted guidance for ransomware variant + conduct examination of IDS/IPS
and logs

Conduct extended analysis to identify persistence mechanisms
Rebuild systems based on a prioritization of critical services

IT security authority declares the incident over




Ransomware Response Checklist

Recovery and Post-Incident Activity
Reconnect systems, restore data from offline, encrypted backups based on critical services prioritization
Document lessons learned from the incident

Consider sharing lessons learned and relevant indicators of compromise (I0Cs) with CISA and sector
ISAC/ISAO




Ransomware Response Checklist

Who to Contact?

Federal Asset Response: CISA

CISA can assist with analysis at no cost to support your organization in understanding the root cause of
the incident (CISA Advanced Malware Analysis Center and Remote Assistance request).

Federal Threat Response: FBI, USSS

For No-Cost Resources Contact:

Federal and SLTT Organizations: CyberLiaison SLTT@cisa.dhs.gov

Private sector organizations: CyberLiaison_Industry@cisa.dhs.gov

Ransomware Campaign Resources: cisa.gov/Ransomware



mailto:CyberLiaison_SLTT@cisa.dhs.gov
mailto:CyberLiaison_Industry@cisa.dhs.gov
https://www.us-cert.cisa.gov/Ransomware

Vulnerability Scanning

Scanning of internet-accessible systems for known vulnerabilities or potential points of exploit on a continuous
basis. As potential vulnerabilities are identified, CISA notifies the organization via proactive notifications and
weekly reports so that risk mitigation efforts may be implemented to avoid exploitation.

How to Sign Up

Email CISA at vulnerability info@cisa.dhs.gov with the subject line “Request Vulnerability Scanning Services”
to get started!
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Phishing Campaign Assessment

Known as a PCA, this service evaluates an organization’s susceptibility and reaction to phishing emails of
varying complexity. Deliverable: Report that highlights organizational click rates for varying types of
phishing emails and summarizes metrics related to proclivity of the organization to fall victim to phishing
attacks and attempts.

How to Sign Up

Email CISA at vulnerability info@cisa.dhs.gov with the subject line “Request Phishing Campaign
Assessment Service” to get started!
|
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Assessments

Cvyber Resilience Review

An interview-based assessment that evaluates an organization’s operational resilience and
cybersecurity practices to provide an organization with greater awareness of its network posture.

Evaluates the maturity of an organization in performing, planning, managing, measuring, and defining
cybersecurity capabilities across 10 domains.

Cvyber Infrastructure Survey

This is used to assess an organization’s critical services against cybersecurity controls grouped into
five domains. Organizations receive access to a user-friendly dashboard to review the results and

findings of the survey.
o AS
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Malicious Domain Blocking and Reporting

MDBR is funded by CISA, our MS-ISAC and EI-ISAC partners provide the MDBR service at no-cost to
members

Fully managed proactive security service (protective DNS resolver) that prevents IT systems from
connecting to harmful web domains, which helps limit infections related to known ransomware, as well

as other malware, phishing, and cyber threats.

To sign up for MDBR, visit: https://www.cisecurity.org/ms-isac/services/mdbr/

Malicious Domain Blocking & Reporting

Breakdown of blocked

346 malicious activity

U.S. State, Local, Tribal, Blocked
and Territorial (SLTT) entities malware

Command and
control domains

Blocked phishing
attempts

malicious requests
blocked (/. DNS exfiltration
<1 /U and all other
blocked activity
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https://www.cisecurity.org/ms-isac/services/mdbr/

Nationwide Cybersecurity Review

Nationwide Cybersecurity Review (NCSR)

Conducted by MS-ISAC on CISA'’s behalf, this review is based on NIST Cybersecurity Framework.

Anonymous, annual self-assessment to measure gaps/capabilities of SLTT gov’t cybersecurity
programs.

Evaluates cybersecurity maturity across the nation while providing actionable feedback and metrics
directly to individual respondents.

Requirement for Homeland Security Grant Program recipients.
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https://www._cisecurity.org/ms-isac/services/ncsr
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Ransomware Campaign Toolkit

We recently released a new Ransomware Campaign Toolkit
on our ransomware webpage!
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() For more information:
= cisa.gov/ransomware

Contact:
Amy.Nicewick@CISA.dhs.gov
(703) 203-0634
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